
 
 

 
 

QUALITY MANUAL V4.0 CONFIDENTIAL PAGE 1 OF 20 
This document is proprietary and confidential to Alira Health. Unauthorized use, disclosure or reproduction is prohibited. 

Alira Health Confidential - Authorized for External Use. 

QUALITY MANUAL 
VERSION 4.0 

 

APPROVED BY: 

 
 
 
 

Aida P. Carfagno, SVP, Quality Assurance and 
Corporate Responsibility 

  

APPROVED BY: 

 
 
 
 

Piergiulio Lauriano, Chief Strategy Officer, Chief 
Information Security Officer (CISO) 

  

APPROVED BY: 

 
 
 
 

Gabriele Brambilla, CEO 

  

APPROVED BY: 

 
 
 
 

Benjamin Chambon, CEO 

  

APPROVED BY: 

 
 
 
 

Andrea Pulvirenti, COO 

 
  



 
 

 
 

QUALITY MANUAL V4.0 CONFIDENTIAL PAGE 2 OF 20 
This document is proprietary and confidential to Alira Health. Unauthorized use, disclosure or reproduction is prohibited. 

Alira Health Confidential - Authorized for External Use. 

TABLE OF CONTENTS 

 

1. Introduction ............................................................................................................................................. 4 
2. Purpose and Scope ................................................................................................................................. 4 
3. Compliance with Laws, Regulations, and Standards .......................................................................... 5 
4. Quality Policy ........................................................................................................................................... 5 
5. Organizational Structure ....................................................................................................................... 6 

5.1. Quality Management Support Structure ................................................................................... 6 
5.2. Information Security Management Support Structure ............................................................ 7 
5.3. Legal and Compliance Management Support Structure ......................................................... 7 

6. Personnel Qualifications and Training ................................................................................................. 8 
7. Quality Management System Overview ............................................................................................... 9 
8. Information Security Management System Overview ....................................................................... 9 
9. Controls .................................................................................................................................................. 10 

9.1. Human Resources Management .............................................................................................. 10 
9.2. Infrastructure Management ...................................................................................................... 10 
9.3. Legal Management ..................................................................................................................... 10 
9.4. Risk Management ....................................................................................................................... 10 
9.5. Facility Management .................................................................................................................. 11 
9.6. Issue Escalation ........................................................................................................................... 12 
9.7. Document Controls .................................................................................................................... 12 
9.8. Data Integrity .............................................................................................................................. 13 
9.9. Anti-Corruption, Anti-Bribery, and Ethics ................................................................................ 14 
9.10. Privacy .......................................................................................................................................... 14 
9.11. Computer Systems Validation ................................................................................................... 14 
9.12. Business Continuity and Disaster Recovery Planning ............................................................ 15 
9.13. Contract Management ............................................................................................................... 15 
9.14. Service Realization ...................................................................................................................... 15 
9.15. Software Product Development ............................................................................................... 16 
9.16. Purchasing and Vendor Qualification and Oversight ............................................................. 16 
9.17. Quality Audits .............................................................................................................................. 17 



 
 

 
 

QUALITY MANUAL V4.0 CONFIDENTIAL PAGE 3 OF 20 
This document is proprietary and confidential to Alira Health. Unauthorized use, disclosure or reproduction is prohibited. 

Alira Health Confidential - Authorized for External Use. 

9.18. Management Oversight ............................................................................................................. 17 
9.19. Corrective and Preventive Actions ........................................................................................... 18 
9.20. Change Management ................................................................................................................. 18 
9.21. Client Satisfaction ....................................................................................................................... 18 
9.22. Continuous Improvement ......................................................................................................... 18 

10. Sustainability ......................................................................................................................................... 19 
11. Communication .................................................................................................................................... 19 
12. References ............................................................................................................................................. 20 
13. Revision History .................................................................................................................................... 20 

 

 
  



 
 

 
 

QUALITY MANUAL V4.0 CONFIDENTIAL PAGE 4 OF 20 
This document is proprietary and confidential to Alira Health. Unauthorized use, disclosure or reproduction is prohibited. 

Alira Health Confidential - Authorized for External Use. 

1. Introduction 

At Alira Health, our mission is to humanize healthcare and life sciences, in partnership with 
patients, through innovative technologies and expert guidance to make a positive impact in the 
life of every patient. We complement our clients’ expertise with a full spectrum of patient-centric 
data and technology-enabled services to uncover opportunities, accelerate innovation, and 
improve outcomes for patients around the world. Our global workforce is comprised of scientists, 
strategists, economists, clinicians, biostatisticians, and other experts that collaborate to fully 
understand every aspect of our clients’ business and to offer an unmatched continuum of 
support throughout the healthcare product lifecycle.  

In the pursuit of operational excellence and continuous improvement, Alira Health has 
implemented a robust Quality Management System (QMS) that meets applicable regulatory 
requirements, guidelines, and international standards. The QMS guides our processes, increases 
efficiency, and ensures quality in every aspect of our operations that support regulated, clinical 
trial, and other evidence generation activities conducted for Alira Health or on behalf of our 
clients, and the development of software. The Alira Health QMS reflects our commitment to 
delivering exceptional products and services and fosters a culture of quality that aligns with our 
organizational values and customer expectations. 

The company has also implemented a robust Information Security Management System (ISMS) 
that meets the requirements in ISO/IEC 27001. The ISMS provides a comprehensive framework 
for Alira Health to maintain and continually improve our information security posture, the 
integrity of confidential and sensitive information, and to assess and mitigate risks associated 
with information security breaches. By adhering to the guidelines outlined in the Standard, the 
company effectively manages information security risks, protects sensitive data, and ensures the 
confidentiality, integrity, and availability of its information assets. The implementation of ISO 
27001 promotes a culture of information security, raises awareness and fosters responsibility 
among all employees, and demonstrates the company’s commitment to protecting its assets and 
assuring confidence among stakeholders, customers, and business partners. 

2. Purpose and Scope 

The Quality Manual (this document) describes the Alira Health QMS and ISMS. The functions and 
processes under the scope of the QMS and ISMS are depicted in Figure 1, along with their 
interdependence.  

The Quality Manual provides details regarding the structure, functions, duties, and individuals 
who are responsible for quality and information security management and defines the criteria 
and responsibilities for the implementation and maintenance of the Quality Policy, the QMS, and 
the ISMS. 

Relevant terms and acronyms are listed in the Master Definitions List. 
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Figure 1: QMS/ISMS interdependence. 

3. Compliance with Laws, Regulations, and Standards 

Alira Health is committed to compliance with international and local laws, regulations, and 
standards relevant to responsible and ethical business conduct. The company’s position 
regarding these topics is outlined in the Code of Business Conduct and Ethics. 

As relevant to the products and services provided, the company also complies with the 
requirements established in regulations, standards, and guidelines relevant to the conduct of 
clinical research and the development of software.  

Regulations, standards, and industry guidance relevant to the QMS and ISMS are listed in D-3 
D_100_003 References and Regulatory Citations. 

4. Quality Policy 

The Alira Health vision, mission, and values (VMV) are: 

Vision. To make our business a force for good in the healthcare and life sciences ecosystem. 

Mission. We humanize healthcare and life sciences, in partnership with patients, through 
innovative technologies and expert guidance to have a positive impact on the life of every 
patient. 
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Values. Be inclusive. Be honest. Elevate others. Be accountable. Be courageous. 
Patient Focus. 

Under the leadership of the Chief Information Security Officer (CISO) and in alignment with its 
VMV, Alira Health also considers our QMS and ISMS fundamental components of our culture. This 
allows the organization to cement its position as a trusted service partner, safeguarding our 
stakeholders' sensitive data, and ensuring the resilience of our information infrastructure in the 
face of evolving cyber threats. 

In alignment with Alira Health’s VMV, the vision and mission of the quality organization are: 

Vision. To make the Alira Health brand synonymous with quality, and to be a trusted service 
partner, safeguarding our stakeholders' sensitive data and ensuring the resilience of our 
information infrastructure in the face of evolving cyber threats. 

Mission. To promote a culture of quality and information security through integrity, strategic 
and flexible guidance, and continuous improvement with the goal of enabling the provision 
of patient-centric, high-quality products and services in support of internal and external 
clients, enhancing Alira Health's reputation in the marketplace as we lead our industry in 
humanizing healthcare. 

These statements, in combination with defined objectives, help management with executive 
responsibility (Top Management), the CISO, and the Management Representative define the 
requirements, policies, procedures, and activities that comprise the QMS and ISMS. The VMV are 
communicated throughout the entire organization. 

5. Organizational Structure 

Alira Health has adequate and sufficient resources to implement, maintain, and continually 
improve the effectiveness of the QMS and ISMS, and to meet client requirements. Organizational 
charts for each Strategic Unit and practice area are maintained by Human Resources who shares 
and updates them periodically to reflect changes to the organizational structure. 

5.1. Quality Management Support Structure 

Top management has appointed the Vice President of Global Quality Assurance (VPGQA) as the 
Management Representative for all activities related to quality assurance (QA), quality control 
(QC) and regulatory compliance of processes and services provided to internal and external 
clients. Irrespective of other obligations, the Management Representative has the responsibility 
and authority to: 

> lead the organization in the definition and implementation of the QMS, 

> promote awareness of the QMS and regulatory requirements throughout 
the organization, 

> facilitate compliance with regulatory and QMS requirements, 
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> lead efforts related to internal and external audit management and remediation 
activities, and 

> report to Top Management on the performance of the QMS and any needs for its 
improvement on a periodic basis. 

Under the direction of the SVP, Quality and Corporate Responsibility, the VPGQA leads the 
independent, global QA team in the definition, implementation, maintenance, and continuous 
improvement of the QMS and its integration with the ISMS. 

5.2. Information Security Management Support Structure 

Top management has appointed a Chief Information Security Officer (CISO) to lead and oversee 
all activities related to the implementation and management of the ISMS. Irrespective of other 
obligations, the CISO has the responsibility and authority to: 

> serve as the primary supporter for information security and acting as the primary 
representative to Top Management for information security matters, 

> oversee the implementation of the ISMS and ensuring compliance with ISO 27001, 

> liaise with external certification bodies and auditors, 

> regularly report to Top Management on the status of information security, 

> assist in the development and implementation of information security policies, 

> foster a culture of continuous improvement within information security processes, 

> monitor and evaluate the effectiveness of implemented controls and recommend 
improvements for compliance with ISO 27001 requirements, 

> ensure that changes in the organization's processes are reflected in the ISMS, 

> serve as a point of contact for information security queries and incidents, 

> participate in management reviews of the ISMS to ensure its continued suitability, 
adequacy, and effectiveness, and 

> present relevant information to Top Management for decision-making. 

Additional roles and responsibilities related to the ISMS are listed in P_110_003 Information 
Security Policy. 

5.3. Legal and Compliance Management Support Structure 

Top management has appointed legal, privacy, and compliance experts to lead and oversee all 
activities related to the implementation and management of programs that help ensure 
compliance with government laws and regulations and internal policies. Irrespective of other 
obligations, they have the responsibility and authority to: 

> Ensure that the company operates legally and ethically while achieving its business 
objectives. 
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> Participate in the development and lead the company’s global corporate compliance 
program, including compliance and ethics policies, training, workplace investigations, 
whistleblowing, anti-corruption, third party risk management and supplier compliance. 

> Enforce adherence to requirements and advises management on needed actions. 

> Support and collaborate with other departments (in particular, Finance, QA, and HR) to 
direct compliance issues for investigation, assessment, and resolution. 

> Regularly audit company procedures, practices, and documents to identify possible 
weaknesses or risks, creating and managing effective action plans in response to audit 
discoveries and compliance violations. 

> Educate and train employees on industry regulations and practices, answering questions 
or concerns about legal compliance. 

6. Personnel Qualifications and Training 

At Alira Health, success in quality and operational performance is achieved through employee 
excellence. Therefore, employees are selected — and their competency evaluated — based on 
their education, training, skills, prior experience, and qualifications. 

The competency requirements for staff performing work that impacts quality and information 
security are defined and documented for each role in approved Job Descriptions (JD). Aside from 
listing the education, training, skills, prior experience, and qualifications required for each 
position, JDs also describe the duties and responsibilities relevant to the role. Management with 
executive responsibility rely on JDs to assess the suitability of job candidates and evaluate 
employee performance. Personnel are responsible for adhering to the requirements of their JD 
and generating documented evidence that demonstrates compliance as relevant to their roles 
and responsibilities. 

When necessary to achieve business-, operational-, or project-specific goals, Alira Health 
leverages the expertise of qualified, independent contractors. These experts are subject to the 
same qualifications, training, and performance requirements as Alira Health staff. 

Management with executive responsibility allocates the necessary resources to facilitate the 
development of employees and contractors by defining and periodically evaluating training 
needs and requirements (including requirements related to data and information integrity, 
security, confidentiality, and privacy) following the guidelines provided in approved procedures. 
They evaluate the effectiveness of training plans during performance appraisals. 

Quality Assurance and Human Resources maintain training and qualification records for all 
individuals who perform activities that affect quality and information security. These records 
contain information related to each staff member’s education, experience, and training history. 
These records are reviewed periodically to confirm compliance with QMS and 
ISMS requirements. 
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7. Quality Management System Overview 

Alira Health staff conducted the following activities as part of the definition and development of 
the QMS. 

> An analysis of processes and interdependencies within the organization to determine 
which activities fall under the scope of the regulations. 

> A determination of the QMS processes and activities needed and their application 
throughout the organization. 

> The definition of the methods, indicators, and measures necessary to ensure that the 
operation and QMS are fit for purpose. 

> The definition of monitoring intervals necessary to ensure that the operation is consistent 
and remains under control. 

> An analysis of resources to ensure adequate operational and monitoring support. 

> The implementation of a QMS review process to support continual improvement. 

The Alira Health QMS contains the guidance necessary for employees to comply with the 
regulatory and statutory obligations applicable to the conduct and management of regulated, 
clinical trial, and other evidence generation related activities conducted on behalf of our clients, 
and the development of software used as a medical device. 

8. Information Security Management System Overview 

As our fiduciary responsibility to protect the integrity, confidentiality, and availability of 
employee, client and patient data, Alira Health’s Information Security Management System (ISMS) 
is designed to ensure comprehensive and proportionate security controls and is continuously 
monitored to protect our information technology environment and assets. The ISMS is aligned 
with applicable regulatory requirements and international standards, and applies to all 
employees, contractors, and business partners who have access to our information systems or 
assets and are involved in the creation, processing, transmission, storage, and disposition of 
these assets. The governance of the ISMS is overseen by the CISO and is an integral part of Alira 
Health’s QMS, supporting our commitment to quality, continuous improvement, customer 
satisfaction, and the protection of assets. 

Alira Health maintains an ISO 27001-compliant ISMS as a fundamental part of its information 
security culture. This allows us to continue to be a trusted service partner, safeguarding our 
stakeholders’ sensitive data and ensuring the resilience of our information infrastructure in the 
face of evolving cyber threats.  
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9. Controls 

9.1. Human Resources Management 

The Human Resources department at Alira Health has the responsibility and authority to manage 
all activities that pertain to employee and contractor recruitment, onboarding, development, 
evaluation, and offboarding following approved policies and procedures that help ensure 
compliance with local and country laws and regulations relevant to personnel management, 
protection of personal data, and information security management. Human Resources personnel 
collaborate closely with business unit/practice area leaders, IS&T, and the CISO to ensure access 
to internal information systems and data is controlled and promptly revoked when needed. 

9.2. Infrastructure Management 

The Administration department oversees all activities related to facilities management, including 
security, environmental monitoring, maintenance, and repairs. With the assistance of local points 
of contact and office managers, the Administration department also manages facility access 
controls (including visitor controls), ensuring only authorized personnel have access to 
Alira Health facilities. 

Through close collaboration between Administration and IS&T, Alira Health ensures that assets,  
information systems, and data are classified, inventoried, managed, and monitored in 
compliance with regulatory and ISMS requirements. 

9.3. Legal Management 

The Legal Department at Alira Health oversees all activities related to legal compliance 
management, including data protection (privacy), anti-bribery, monitoring of ethical conduct of 
business, ensuring Alira Health compliance to the applicable laws. Legal Department personnel 
collaborate closely with business unit/practice area leaders, QA, Human Resources, IS&T 
and Finance. 

9.4. Risk Management 

Through proactive risk identification and management, Alira Health increases its probability of 
business success and supports the achievement of strategic goals and priorities. Our 
organization manages risk at multiple levels. 

> At the enterprise level: The Enterprise Risk Management Policy defines the framework 
for the risk management program, led by the Resilience Manager. Risks are rated based 
on the following factors: (1) their potential impact to operations, finances, compliance and 
Alira Health's reputation, and (2) their likelihood of occurrence based on the existence 
and degree of implementation of administrative, technical, operational and physical 
controls. Risk treatment strategies are selected based on inherent risk calculations. The 
Risk Management and Compliance Committee serves as a point of accountability for the 
risk management program. The Committee meets with the Resilience Manager on a 
quarterly basis to re-evaluate risk appetite, monitor risk levels, request risk assessments 
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based on organizational changes and compliance needs, approve risk treatment plans, 
and determine the need to incorporate further mitigation for residual risks as part of the 
Business Continuity Plan. The Committee reports risk information to the Board of 
Directors at regularly scheduled meetings.  

> At the process level: Practice Areas have developed SOP to incorporate risk assessments 
as part of critical processes to determine the level of controls necessary to ensure 
consistent and reliable operations and outcomes. Examples of processes that involve risk-
based approaches include computer systems validation and change control, vendor 
qualification and management, internal audits, CAPA and complaint investigations, and 
management of data and GCP breaches.  

> At the project level: Project teams conduct and document risk assessments for every 
project to ensure appropriate mitigations are in place.  

> Facility risk management: Alira Health adopts a risk-based approach to ensure the 
security and efficiency of facilities. Risk management includes physical security, 
preventive and corrective maintenance, and continuous monitoring of operational 
conditions. Risk are assessed based on their impact and likelihood, with information 
recorded in the Facility Risk Assessment Report and tracked via the JIRA platform for 
timely corrective actions. 

9.5. Facility Management 

Alira Health manages a global network of offices and facilities, ensuring that security and 
maintenance policies adhere to local regulations and global standards. All facilities undergo 
regular assessments to maintain compliance with safety and operational requirements. For 
directly managed offices, we implement comprehensive maintenance plans, covering critical 
systems such as HVAC, electrical systems, and fire prevention measures. In co-working spaces, 
we collaborate with providers to verify adherence to local safety regulations and ensure facilities 
are properly maintained. 

The physical security of our facilities is ensured by a series of preventive measures, integrated 
with access control and the protection of sensitive information. These are supported by regular 
reviews and audits that ensure compliance with industry standards such as ISO 27001, SOC 2, 
and other relevant regulations. 

To ensure the protection of confidential information and the privacy of daily operations, all 
employees sign a confidentiality agreement to protect sensitive information. Workstations must 
be screen-locked when unattended, and a clean desk policy is enforced to minimize the risk of 
information exposure. Areas containing sensitive data are accessible only to authorized 
personnel. Offices are equipped with private areas, like phonebooths or meeting rooms, for 
confidential discussions. 
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9.6. Issue Escalation 

Alira Health has an open-door policy that supports communication, escalation, and investigation 
of issues at the project, business unit, QA, CISO, Compliance, and executive levels. 

9.7. Document Controls 

The documentation structure of the QMS and ISMS is defined in D-1 D_100_001 Controlled 
Document Types, Codes, and Formatting. The document hierarchy is presented in Figure 2. 

 

 
Figure 2: QMS/ISMS document hierarchy 

 

The document library includes the Quality Manual as well as written policies, standard operating 
procedures (SOPs), work instructions, guidelines, standards, forms, and templates. These 
documents are listed in the Alira Health Document Control List. The scope and details included 
in each document reflects the complexity of each process, interactions of a particular process 
with other processes within the organization, and the skills and training required from personnel 
performing each activity. Policies, SOPs, and other documents help staff ensure compliance 
through alignment with relevant regulations and standards and incorporation of guidance from 
authoritative sources. 

Documents that support the QMS are created, controlled, and retained following the guidance in 
approved procedures. Alira Health uses these guidelines to ensure that: 

> documents are relevant, legible, and uniquely identifiable, 

> documents are reviewed and approved by subject-matter experts and key stakeholders 
prior to their release, 

> documents are reviewed, updated, and re-approved periodically, 
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> changes to documents are traceable, 

> current versions of documents are available and accessible to staff, 

> documents of external origin are identified, and their distribution controlled, and 

> the unintended use of obsolete documents is prevented. 

Compliance with policies, SOPs, and other documents is instrumental in the successful 
implementation of the QMS and ISMS, and in the achievement of quality, information security, 
and operational goals; therefore, compliance with them is mandatory. Compliance with the 
requirements set forth in approved procedures may be overridden when a client specifies the 
use of their own procedures. Such departures will be authorized prior to their implementation 
and documented accordingly. Accidental and unintentional departures from procedure 
instructions are investigated, documented, and resolved through the implementation of 
corrective and preventive actions (CAPA). 

Policies, SOPs, and other documents related to the QMS and ISMS are created, approved, 
published, managed, and controlled through the validated electronic quality management 
system (eQMS), Qualio. The use of electronic records and electronic signatures for QMS/ ISMS 
management purposes adheres to the requirements set forth in 21 CFR Part 11 and other 
applicable regulations and standards. Changes and updates to Qualio are controlled and 
assessed to determine the risk-based need for and extent of further validation. 

9.8. Data Integrity 

Alira Health retains paper and electronic documents, records, and data that provide evidence of 
compliance with the QMS, the ISMS, Data Protection Laws, and regulatory requirements. 
Therefore, the company has implemented policies and procedures to govern aspects of data and 
information security, privacy, and confidentiality, and to define controls for the deployment, use 
of, and access to computerized systems and computing environments. Approved policies and 
procedures include guidelines to ensure that: 

> documents and data are identified, and classified according to risk and sensitivity, 

> data and activities are recorded at the time work is performed, 

> documents and records are complete, consistent, and representative of facts, 

> documents and records clearly identify the persons involved in authoring, reviewing, and 
approving them, 

> original records and data are maintained, and copies adequately certified, 

> changes to documents, records and data are traceable and attributable, 

> access to documents, records, information, and data is controlled and monitored, 

> documents, records, and data remain adequately stored, protected, easily found, 
retrievable, and legible for the duration of their retention period, and 
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> documents, records, and data are retained as required by regulations and properly 
disposed of once their retention period has expired. 

These controls help Alira Health staff adhere to industry principles of data integrity by ensuring 
that records and data are attributable, legible, contemporaneous, original, accurate, complete, 
consistent, enduring, and available (ALCOA+). 

The CISO, the Chief of Data, and the Legal and Data Privacy Manager (supported by the Data 
Protection Officer [DPO]) collaborate with management with executive responsibility, QA, and 
IS&T to ensure controls are sufficient and to monitor and enforce compliance with QMS/ ISMS 
policies, procedures, and regulations. 

9.9. Anti-Corruption, Anti-Bribery, and Ethics 

To facilitate the reporting of ethical and compliance issues, Alira Health has implemented the 
Integrity Line along with the Code of Business Conduct and Ethics and supporting procedures 
that provide guidance related to (1) expected employee behavior, (2) reporting issues, and (3) 
ensuring the protection of persons who – in good faith – report known or suspected compliance 
and ethical problems. 

In collaboration with the Legal department, the Compliance Officer monitors compliance with 
data anti-corruption laws and regulations, and ethics topics. They serve as first contact point for 
ethical and compliance issues. 

Alira Health has also constituted the Ethics Committee and the Risk Management and 
Compliance Committee, to provide strategic guidance and oversight related to compliance and 
ethical matters, and to serve as points of escalation when needed. 

9.10. Privacy 

The Legal and Data Privacy Manager is responsible for monitoring internal compliance with data 
protection laws and regulations and serves as first contact point for matters related to personal 
data protection. 

The DPO is responsible for monitoring compliance with data protection laws and regulations and 
serves as a point of escalation for the Legal and Data Privacy Manager. 

9.11. Computer Systems Validation 

Computer systems used to support project activities and deliverables are subject to validation 
and periodic review. The responsibility for computer systems validation (CSV) rests primarily with 
the IS&T and QA departments. Approved procedures describe the validation lifecycle, establish 
risk-based criteria for the validation of systems, define information security requirements, and 
identify the artifacts that must be produced as documented evidence of successful validation, 
ensuring compliance with ISMS requirements and the regulations that apply to the use of 
electronic records and electronic signatures. Applications and systems that meet all validation 
requirements are included as part of the Alira Health list of validated systems and are subject to 
change control. 



 
 

 
 

QUALITY MANUAL V4.0 CONFIDENTIAL PAGE 15 OF 20 
This document is proprietary and confidential to Alira Health. Unauthorized use, disclosure or reproduction is prohibited. 

Alira Health Confidential - Authorized for External Use. 

Information and data within validated systems are subject to the controls defined in the 
procedures for data/information integrity, security, confidentiality, and privacy. 

9.12. Business Continuity and Disaster Recovery Planning 

Alira Health has established a business continuity procedure, plan, and playbook that describe 
the measures in place and step-by-step activities necessary for the preparation for and recovery 
from the discontinuation of services or business functions due to inclement weather, natural 
disasters, system failures, and other catastrophic or otherwise serious disruptions. The details of 
disaster recovery and business continuity plans and activities are informed by risk assessments.  

Our emergency response plans are comprehensive and regularly updated. Each location is 
equipped with an evacuation plan, which is regularly communicated and tested through practical 
drills. Employees are trained to handle various emergency situations, including fires, natural 
disasters, and medical emergencies. Where Alira Health occupies co-working spaces, we 
collaborate with the provider to ensure that all local safety regulations are adhered to, and 
emergency procedures are properly implemented and tested. 

Approved procedures define security measures designed to protect the facilities, employees, 
information and computer systems from unauthorized access and environmental hazards. 
Measures are also in place to protect confidential, health, private or proprietary information, and 
to preserve employee safety. 

Disaster recovery and business continuity plans are periodically tested to confirm their suitability 
and effectiveness. 

9.13. Contract Management 

The Commercial and Legal teams gather, review, and confirm the requirements of each quote, 
order, and/or contract prior to acceptance. Staff members effectively communicate with clients 
and vendors in relation to product or service information, contracts, and order handling to 
ensure clear definition of roles, responsibilities, and accountability for outcomes. 

9.14. Service Realization 

Prospective clients request products and services through Alira Health’s Commercial team and 
Business Units. Proposals, budgets, and plans are provided to clients to inform decision-making. 

Upon contract award, management with executive responsibility allocates the infrastructure, 
personnel, and technology resources to support the project. Project team member selection is 
based on budgetary considerations, project timelines, employee profiles, and workload. Specific 
responsibilities, including project leadership and management, are assigned to each project team 
member. Approved procedures provide the framework for managing changes in project team 
membership to ensure responsibility assignments are commensurate with each person’s 
qualifications, skills, and abilities, and to ensure the continuity of project activities . 

Project Leaders/Managers lead communications with the client, manage the project budget and 
activities, and track and report progress. In collaboration with Business Unit leaders, Project 
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Leaders/Managers oversee staff performance and ensure the quality of the products and 
services provided. Project-related issues are escalated following the guidance in approved 
procedures and project plans to ensure their prompt investigation and resolution. 

Changes in project scope are managed through collaboration among Project Leaders/Managers 
and Commercial and Business Unit leads. 

9.15. Software Product Development 

Alira Health delivers innovative patient engagement strategies across Alira Health’s offerings with 
technology platforms and software that help Life Sciences clients incorporate the input of 
patients or other patient-level data across the spectrum of clinical research and routine 
care activities.  

The software and projects developed and configured by Alira Health are digital health 
computerized systems to support patients, project participants, and healthcare professionals. 
These solutions may include electronic Case Report Forms and software that supports patient 
support programs, patient registries, and the collection of patient-reported outcomes. 

9.16. Purchasing and Vendor Qualification and Oversight 

When necessary to achieve business-, operational-, or project-specific goals, Alira Health 
contracts with approved third-party product and service providers (vendors). Vendor selection, 
qualification, management, and oversight result from the collaboration among project managers, 
operational managers, the CISO, and QA who ensure adherence to QMS/ISMS requirements, 
contractual/service-level agreements, and project timelines.  

Vendors are classified based on the risk presented to the quality or outcome of a pre-clinical, 
clinical, or post-marketing study; the rights, safety, or wellbeing of study participants; the quality 
or integrity of data; study/project endpoints; the quality of investigational and/or software 
products; the sensitivity of the data that they will have access to; and the impact to the security 
of information assets. Qualification requirements depend on the vendor's risk classification. 
Vendors who satisfy all qualification requirements are included in the Alira Health Approved 
Vendors List and are required to abide by Alira Health’s Supplier Code of Conduct. 

Routine monitoring vendors involves, but is not limited to, the following activities. The oversight 
process confirms that products and services provided to Alira Health meet the applicable quality 
and information security compliance standards. 

> Annual performance and compliance reviews. 

> Privacy impact assessments. 

> Information security impact assessments. 

> Recurring operational-, quality-, and/or project-related meetings. 

> Enforcement of Quality Agreements, Service-Level Agreements, Confidentiality/Non-
Disclosure Agreements, and other similar instruments. 
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> Periodic re-evaluation and requalification activities, including audits. 

When Alira Health delegates responsibility to a vendor, the vendor’s QMS and/or ISMS may be 
considered the primary governance for regulatory compliance. Such a decision will be authorized 
prior to its implementation and documented accordingly. 

Vendor-related problems are documented and escalated to ensure prompt action is taken to 
correct issues and prevent interruption of services. Vendors who are unwilling or unable to 
reinstate compliance are disqualified and removed from the Alira Health Approved Vendors List. 

9.17. Quality Audits 

Quality Assurance leads the internal audit program that considers the status and importance of 
each process as well as the results of previous internal or external audits to prioritize areas for 
examination based on risk. By conducting internal audits, QA confirms conformance to QMS, 
ISMS and regulatory requirements and evaluates the efficacy of the systems and processes 
in place. 

Approved procedures contain audit criteria, definitions of the scope and frequency of internal 
audits, and descriptions of the methodology to be applied during the audit process. Other 
elements defined in these procedures include: the responsibilities associated with planning and 
conducting audits, the criteria for selecting auditors, audit reporting requirements, the process 
for ensuring prompt resolution of audit findings, and audit records management. 

Alira Health has also established procedures to manage audits and inspections by clients, 
regulators, certification bodies, and their representatives. Under the leadership of the 
Management Representative, Business Unit leads address audit and inspection findings through 
the implementation of CAPAs. 

Quality Assurance summarizes the results of audits, identifies trends, and assists Business Unit 
leaders in the implementation of initiatives that lead to improvements to the QMS, ISMS and 
training program. 

9.18. Management Oversight 

Management with executive responsibility demonstrate their commitment to the development 
and implementation of the QMS and ISMS by communicating the importance of meeting client 
and regulatory requirements throughout the organization; developing and approving the Quality 
Manual and ISMS Plan; defining quality and performance objectives; monitoring quality and 
information security management processes and activities; and ensuring the availability of 
adequate resources. 

To ensure continuous improvement, management with executive responsibility evaluate the 
degree of implementation, suitability, adequacy, and effectiveness of the QMS and ISMS through 
periodic reviews of selected indicators during regularly scheduled meetings. Quality 
management reviews (QMR) ensure that opportunities for improvement and the need for 
changes to the QMS and ISMS are identified and acted upon to maintain the compliance status 



 
 

 
 

QUALITY MANUAL V4.0 CONFIDENTIAL PAGE 18 OF 20 
This document is proprietary and confidential to Alira Health. Unauthorized use, disclosure or reproduction is prohibited. 

Alira Health Confidential - Authorized for External Use. 

of the organization. QMRs are conducted annually and the outcome is documented in official 
meeting minutes. 

9.19. Corrective and Preventive Actions 

Alira Health strives to eliminate the causes of nonconformities and other quality and information 
security related problems. To that end, Alira Health has implemented procedures that establish 
guidelines for managing and documenting corrective and preventive actions by defining 
requirements for the following activities: 

> Identification and review of known or potential nonconformities, including client 
complaints and quality and information security related problems. 

> Determination of the root cause of issues. 

> Implementation of containment actions based on risk assessment. 

> Evaluation of the need for actions necessary to correct problems and prevent 
their reoccurrence. 

> Identification and implementation of CAPA plans. 

> Evaluation and documentation of the results and effectiveness of the actions taken. 

> Maintenance of CAPA records. 

9.20. Change Management 

Effective change management is a crucial component of our QMS and ISMS. Controls for the 
handling, documentation, and communication of changes are described within each respective 
SOP, ensuring all stakeholders are aware of changes, understand their roles, and can provide 
support for change implementation. 

9.21. Client Satisfaction 

Alira Health has implemented internal processes to communicate with clients, understand 
expectations, and manage comments, inquiries, and complaints. Commercial teams periodically 
monitor client satisfaction through surveys and interviews.  

Client complaints are documented, investigated, managed, and resolved in a consistent, timely 
and professional manner according to approved procedures. QA analyzes complaint information 
to identify opportunities for process and system improvements, including improvements to the 
QMS and ISMS. 

9.22. Continuous Improvement 

Alira Health implements continuous improvement of the effectiveness of the QMS and ISMS 
through the periodic review of the Quality Policy, Quality Manual, and ISMS Plan, and the 
examination of internal and external audit results, supplier performance, corrective and 
preventive actions, key performance indicator (KPI) metrics, risk assessment, and management 
reviews, among others.  
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10. Sustainability 

Alira Health has adopted various policies to ensure that our procurement processes and business 
practices are environmentally, socially, and economically sustainable. The policies underline our 
organization's commitment to considering sustainability factors and aim to maximize positive 
social and environmental outcomes. The company has established five main criteria to evaluate 
operational and supplier compliance with ethical, environmental, human rights, and other 
relevant standards. The analysis allows us to identify the potential risks of strategic goals and 
new business relationships. 

11. Communication 

Information and communication are integral components of Alira Health’s QMS and ISMS. The 
company ensures that relevant information is identified, captured, and communicated in a timely 
and appropriate manner to enable employees, management, and partners to fulfill their 
responsibilities effectively.  

Alira Health relies on a combination of structured information systems, documentation 
platforms, and cross-functional meetings to support information flow. Key decisions and relevant 
communications are documented and accessible to relevant stakeholders. 

Communication flows both top-down and bottom-up, supported by regular management 
meetings, company-wide updates, and transparent decision-making processes (see Figure 3). In 
addition to internal channels, Alira Health maintains active communication with external parties 
such as vendors, auditors, and customers – ensuring that critical information is shared in 
accordance with legal, contractual, and privacy and information security requirements. 
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Figure 3: Communication flow 

12. References 
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13. Revision History 

For prior change history, please refer to version 3.0 in Qualio. 

Version Changes Made Effective Date 

4.0 Annual revision to align with recent changes to the organizational structure, 
the QMS and the ISMS. New sections: 3, 9.4, 9.5, 9.9, 10, and 11. Removed 
prior change history for conciseness. Adjusted version number to match the 
information in Qualio. 

Refer to Qualio. 
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