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1 Purpose 

1.1.1 This Information Security Policy demonstrates Alira Health’s commitment to managing 
the security risks of its information assets. The key principles of the Information Security 
Policy are to protect confidentiality, integrity, and availability of data. 

1.1.2 This policy includes high-level principles and requirements for information, IT, personnel, 
physical, and service provider security. Further detailed requirements are available in 
Alira Health Standard Operating Procedures, Work Instructions, Standards, and 
Guidelines supporting this Policy. 

1.1.3 This document is the Information Security Policy of Alira. It is a binding document for us, 
the employees of Alira, covering: 

• the context in which we operate as a company and the extent to which 
information security plays a role in this, 

• what information security policy we are pursuing together, 

• which interested parties have which requirements for the information security we 
provide, 

• which information security objectives we therefore define as binding for us, 

• the scope of our information security management system (ISMS), 

• what roles and responsibilities we have for information security, 

• which regulations we have established to achieve our information security goals 
and meet the requirements of ISO 27001. 

1.2 Mission Statement 

1.2.1 Attain recognition as a top-tier global player in the life sciences industry. Specifically, Alira 
Heath aims to be among the top 10 worldwide leaders in Management Consulting and 
within the top 10 players in Clinical Research Development, focusing on niche indications 
such as rare and ultra rare conditions.  

1.2.2 Additionally, we are a global company with the mission to humanize healthcare and life 
sciences, in partnership with patients, through innovative technologies and expert 
guidance. We are accountable at every turn of the biopharma and medical technology 
development cycle. We bring to market a new model of solutions and services to advance 
the democratization of life sciences research. 
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2 Scope 

2.1 Scope of Information Security Policy 

2.1.1 This Policy applies to all employees and contractors (collectively referred to as 
“Employees” throughout this Policy) working at Alira Health and its affiliates within Alira 
Health’s infrastructure or using Alira Health information processing assets. This Policy also 
applies to Alira Health partners and suppliers who have access to or perform work within 
the Alira Health computing environment. 

2.2 Scope of ISO 27001 Certification 

2.2.1 The following scope statement defines the boundaries of the ISO 27001 certification 
which has taken into consideration the internal and external issues, interested parties and 
their needs and expectations, and legal and regulatory requirements: Provisioning of 
clinical development, biometric and regulatory affairs services to biopharmaceutical and 
medical technology entities, supporting clinical and post-marketing trial execution. 

2.2.2  The scope of the ISO 27001 certification has been expanded to include the entire Alira 
Health company. 

3 Policy 

3.1 ISO 27001 Certification Scope Definition 

3.1.1 The Internal context is made up of the Alira Health businesses that are interested parties 
and relevant to the information security system. They are outlined in the green box in the 
DIA-1 ISO 27001 Scope Diagram. These businesses support sponsors and providers in 
improving the efficiency of transferring clinical research results to clinical practice to 
ensure that the final care solutions address the genuine needs and challenges that 
patients face.  They integrate patient-centric digital technologies securely into Alira 
Health’s service portfolio to fulfil the commitment to patient-centricity, distinguishing the 
service offerings and contributing to sustainable financial growth. Under Research and 
Clinical Development, these businesses include: 

• Regulatory Services, 

• Medical Strategy, 

• Clinical Services, 

• Biometrics Services,  

• Commercial, 
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• Consulting Services General (CSG) 

• Patient Centric Outcome Research (PCR) 

3.1.3 The internal context also consists of departments/practice areas that support the business 
unit/s above. These divisions include: 

• Finance – budgeting of the resources and services, 

• Human Resources – hiring and termination of resources, 

• Information Systems and Technology – providing and maintaining security 
infrastructure and technology solutions, 

• Quality Assurance - providing guidance and support to comply with 
regulatory and statutory requirements, 

• Legal, and 

• Marketing. 

3.1.2 The external context for this policy is outlined in the orange box of the DIA-1 ISO 27001 
Scope Diagram which is stored in Qualio. These partners provide operational products and 
services, strategic and academic expertise, and/or study requirements and data. These 
partners include: 

• Product Service Providers, 

• Strategic Partners, 

• Operational Partners, 

• Commercial Clients, and 

• Academic Partners. 

3.1.3 The internal and external contexts depend on each other to meet their business 
objectives securely. This relationship is indicated by the double-sided orange arrows in 
the ISO 27001 Scope diagram (DIA-1 ISO 27001 Scope Diagram) which is stored in Qualio.  

3.2 Out Scope (Exceptions) 

N/A 

3.3. Distribution 

3.2.1 The Information Security Policy is defined by Alira Health Management. It is published 
within the Global Quality Management System (QMS) and distributed to all new 
employees to read and acknowledge.  
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3.4 Communication Matrix 

3.4.1 This section describes ISO/IEC 27001:2013, chapter 7.4 with respect to Communication. 
This is essential to determine the needs for internal and external communications 
relevant to the ISMS. The Communication Matrix is in the ISO 27001 library. It describes: 

• Types of communication (e.g., customer/client request). 

• Domain of communication (internal or external). Internal communication means 
both sender and recipient are in Alira Health’s internal framework. External 
communication means there is at least one communicator who is external 
(whether sender or receiver). 

• What is being communicated (information content). 

• When the communication is happening (frequency, specified periods, after 
specified actions). 

• Recipient of the communication (with whom). 

• How communication is happening (e.g., email, real-time messaging tools, phone 
calls, etc.). 

• Who approves the communication (role of the approver). 

3.3 Authorities and Responsibilities 

Table 1 Authorities and Responsibilities documents the delegation of authority and 
responsibilities from the Chief Information Security Officer (CISO) to the responsible roles 
identified to ensure the effective implementation and maintenance of the ISMS. 
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Table 1 Authorities and Responsibilities 

Role Responsibilities Authority Delegated by CISO 
Chief Information 
Security Officer (CISO) 

• Develop and maintain the 
information security strategy. 

• Lead the design, implementation, 
and management of the ISMS. 

• Conduct risk assessments and 
manage risk treatment plans. 

• Ensure compliance with relevant 
laws, regulations, and standards. 

• Report on the performance of 
the ISMS to executive leadership. 

• Authority to enforce 
information security 
policies and procedures. 

• Authority to halt activities 
that pose a significant risk 
to information security. 

• Access to all necessary 
resources and information 
to perform duties. 

Executive Leadership • Provide overall strategic direction 
and support for the ISMS. 

• Ensure that information security 
is integrated into the 
organization's culture and 
business processes. 

• Allocate necessary resources for 
the implementation and 
maintenance of the ISMS. 

• Review and endorse information 
security policies and initiatives. 

• Authority to prioritize and 
approve major 
information security 
initiatives and 
investments. 

• Authority to enforce 
information security 
policies across the 
organization. 

Asset Owners • Identify and classify information 
assets under their control. 

• Ensure appropriate protection of 
information assets in accordance 
with security policies. 

• Monitor and manage the security 
of information assets. 

• Report security incidents and 
vulnerabilities related to their 
assets. 

• Authority to implement 
security measures for 
their information assets. 

• Authority to enforce 
access control policies for 
information assets. 
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Role Responsibilities Authority Delegated by CISO 
ISMS Security 
Committee (ISC) 

• Oversee the development, 
implementation, and 
maintenance of the ISMS. 

• Ensure alignment of information 
security initiatives with 
organizational goals and 
regulatory requirements. 

• Review and approve security 
policies, procedures, and 
guidelines. 

• Provide strategic direction and 
support for information security 
efforts. Execution of the Risk 
Process. This includes risk 
assessments, asset enumeration 
and valuation, threat modelling, 
suggesting risk treatments, etc.  

• Collaborate with the other teams 
to develop risk treatment plans 
and mitigation strategies.  

• Assist in selecting and 
implementing appropriate 
security controls to address 
identified risks.  

• Regularly report to CISO on the 
status of Risks. 

• Decision-making authority 
for all information 
security-related matters. 

• Allocation of resources 
required for effective 
implementation of 
security measures. 

• Approval of major 
changes to the ISMS. 
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Role Responsibilities Authority Delegated by CISO 
IS&T Head • Manage day-to-day operations of 

the ISMS. 
• Coordinate security awareness 

training and education programs. 
• Monitor and respond to security 

incidents and breaches. 
• Participate in regular audits and 

reviews of the ISMS. 
• Ensure that security controls are 

effectively implemented and 
maintained. 

• Authority to implement 
security controls and 
corrective actions. 

• Authority to conduct 
investigations into 
security incidents. 

• Authority to communicate 
with all levels of the 
organization regarding 
information security 
matters. 

IS&T • Implement and maintain 
technical security controls. 

• Ensure the secure configuration 
of IT systems and infrastructure. 

• Provide technical support for 
information security initiatives. 

• Assist in the investigation and 
resolution of security incidents. 

• Authority to configure 
and manage IT systems in 
accordance with security 
policies. 

• Authority to access 
necessary information for 
system maintenance and 
security. 

Business Unit Leaders 
and Practice Area 
Management 

• Ensure compliance with 
information security policies 
within their departments. 

• Promote information security 
awareness among their staff. 

• Report security incidents and 
vulnerabilities to ISC. 

• Authority to enforce 
security policies within 
their departments. 

• Authority to allocate 
resources for 
departmental information 
security needs. 

Employees and 
Contractors 

• Comply with all information 
security policies and procedures. 

• Attend mandatory security 
awareness training sessions. 

• Report any security incidents or 
suspicious activities to the 
Information Security Manager. 

• Authority to access 
information and systems 
necessary for their job 
functions, in accordance 
with access control 
policies. 
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Role Responsibilities Authority Delegated by CISO 
Global Quality 
Assurance 

• Conduct independent reviews 
and audits of the ISMS. 

• Assess the effectiveness of 
security controls and processes. 

• Report findings and 
recommendations to the 
Information Security Steering 
Committee and senior 
management. 

• Authority to access all 
areas and records 
relevant to the audit. 

• Authority to communicate 
directly with Executive 
Leadership the ISC. 

Third-Party 
Contractors/Vendors 

• Comply with the organization's 
information security 
requirements. 

• Protect the confidentiality, 
integrity, and availability of 
information accessed or 
processed on behalf of Alira 
Health. 

• Report security incidents to the 
designated contact. 

Access to Alira Health 
information and systems as 
defined in contractual 
agreements. 

 

3.4 Security Objectives 

3.4.1 Refer to Table 2 Security Objectives for details on the established security objectives and 
their associated responsibilities, Key Performance Indicators (KPIs), and Service Level 
Agreement (SLA), Service Level Objective (SLO), and Service Level Indicator (SLI). 
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4 Revision History 

Version Changes Made Effective Date 

01 Original. 
 

 

 

 

 

02 Dec 2022 

02 Clarification of monitoring and logging processes, minor update to 
User account section. 
 

 

 

03 Apr 2023 

3.0 Updates and changes to be compliant with the ISO 27001 
 

 

19 Jul 2024 

4.0 Added section 3.5 Authorities and Responsibilities 
 

02 Aug 2024 

5.0 Added section 2.2.2 to the include entire company in the scope of ISO 
27001. Changes are made to align the policy with the extension of the 
ISO 27001 Certification. 

Refer to Qualio 
effective date 
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Table 2 Security Objectives 

Security Objective Description Responsibilities KPI’s  SLAs, SLOs and SLI 
Secure Data Management 
and Access Control 

(Confidentiality) 

Enforce strict data management and access 
control policies to secure personal health 
information, intellectual property, and 
business data using encryption and robust 
authentication. 

Related Business Objectives (BO): 

• Industry Recognition. 

• Integration of Patient Centric Digital 
Technologies. 

Mapping to ISMS 

• Secure data management leads to the 
successful, secure commitment to 
patient-centricity, and distinguishing our 
service offerings. 

• Accelerates our path to GxP and ISO 
27001 compliance. 

• This accelerates our goals of 
distinguishing our service offerings and 
becoming among the top 10 worldwide 
leaders in our industry. 

CISO • Number of access 
violations. 

• Number of Data 
Management 
Incidents. 

• Audit findings. 

All SLAs, SLIs, and 
SLOs are system 
specific and align with 
processes. 
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Security Objective Description Responsibilities KPI’s  SLAs, SLOs and SLI 
Enhanced Compliance 
and Auditing Framework 

(Integrity) 

Develop an IT security compliance and 
auditing framework to continuously meet 
data protection and patient privacy 
regulations, incorporating regular security 
assessments and compliance updates. 

Related Business Objectives (BO): 

Efficiency enhancement in Clinical Research 
Transfer. 

Mapping ISMS 

• A compliance and auditing framework 
helps to ensure client data is trustworthy 
and accurate. 

• Compliant and accurate data needs to be 
maintained when it is transferred to AH. 

CISO • Maintain Asset 
Inventory. 

• General audit 
findings from 
ISMS. 

• Number of 
deviations and 
CAPAs. 

All SLAs, SLIs, and 
SLOs are system 
specific and align with 
processes. 
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Security Objective Description Responsibilities KPI’s  SLAs, SLOs and SLI 
Resilient Cybersecurity 
Infrastructure for 
Business Continuity 

(Availability) 

Establish a resilient cybersecurity 
infrastructure to thwart cyber threats 
effectively, integrating advanced security 
technologies, employee training, and 
incident response planning. 

Related Business Objectives (BO) 

Maintain Alira Health’s strategic leadership 
in patient-enabled solutions, securing 
credibility with its clients and protecting the 
company’s business value creation  

Mapping ISMS 

• Available systems that are free from 
cyber threats build client confidence. 

• Client confidence will help build the 
business to meet revenue growth. 

CISO • % of security 
aware employees.  

• Number of 
security incidents. 

All SLAs, SLIs, and 
SLOs are system 
specific and align with 
processes. 

 


